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ABSTRACT

Ransomware is malicious software that restricts access by encrypting data stored in a computer, and demands money in
return for access rights. Ransomware has recently been using a hybrid encryption scheme that combines both symmetric and
asymmetric algorithms. The symmetric system is for the encryption of files of a target system and the asymmetric system is
used to encrypt the symmetric key. Most ransomware uses the AES algorithm but some use a stream cipher such as the
Salsa20. These algorithms are secure however the vulnerability is caused by cryptographic design flaws. Ragnar Locker
Ransomware, which appeared in the second half of 2019, uses a hybrid cryptographic system, however, it is vulnerable by
reusing the same key when encrypting the files. In this paper, we propose a method of decrypting infected data without a
private key of the attacker by utilizing a key reuse attack and a way to apply for other applications.
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Table 1. Related research of ransomware
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Table 2. Ragnar Locker ransomware hash value

Hash Value
MD5 24B354B142B5046263E91170DB92790B
BBB71391CA40BCEBFAADF8E136741
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Table 3. Languages to be excluded from infection

Languages to be excluded from infection
Azerbaijani Armenian Belorussian
Tajik Russian Turkmen
Kazakh Kyrgyz Moldavian
Uzbek Ukrainian Georgian

Fig. 1. Operation process of Ragnar Locker
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Fig. 2. Fixed key used in RC4 algorithm
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Table 4. Termination service list

Termination service list
Vss sql memtas
backup pulseway logme
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Table 5. Encryption exclusion list

Extension Folder File
Windows autorun.inf
Windows.old .
boot.ini
Tor browser .
bootfont.bin
.db Internet
. bootsect.bak
.msi Explorer .
desktop.ini
.8ys Google .
iconcache.db
Jdrv Opera
ntldr
dll Software
. ntuser.dat
.exe $Recycle.Bin ntuser.dat.log
Ink Mozilla L
Firefox ntuser.ini
thumbs.db
ProgramData Ransom Note
All Users
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Fig. 3. Encryption process of Ragnar Locker
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Table 6. Encryption file format

Size(Byte) Data

Size of original file Encrypted file

0x100 Encrypted seed,
0x100 Encrypted seed,
0x9 Ragnar Signature
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Table 7. Test environment

Host Computer Environment
Memory (RAM) 32.0 GB
System Window 10 x64
Intel(R) Core(TM)
Processor i5-6500 CPU
@3.20GHz
Virtual Computer Environment
Memory (RAM) 4.0 GB
System Window 7 x86
Software Version
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Algorithm 1: Decryption method of infected file of Ragnar Locker
Function: Decrypt(File;, Filey, Original File)
Input:  encrypted file File, encrypted file File,,

original file of Filey, Original File
Output: File of decrypted Filey
1: KeyStreamSize + sizeof (Original F'ile)
2: KeyStream = {0, }
//Finding keystream
3 fori€0),..., KeyStreamSize do
KeyStreamli] = File,[i] & Original File]i]
4: end for
5: len = min (sizeof (Files), KeyStreamSize)
// Decrypting Filey
6: foric),..,len do
Fileli] = Filey[i] & KeyStream]i]
7: end for
§: return File

Fig. 5. Decryption method of infected files of
Ragnar Locker
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File,

00 01 02 03 04 05 06 07 03 0S8 OA OB OC OD OE OF Decoded text

E3 DF DF 78 48 4% 3B 18 80 3E A2 Ol E5 BD 8F €1 &BBxHI:.€>¢.d%.a
KeyStream
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Fig. 7. Obtaining original data using XOR
operation

Fal Fae e AgES 4%, A9 A o
A AR Wem i Helg A5 4 s ol
s} o] ik we Eal RiE POl Est ®
sjale] A e 55 53k AR At
A1 725} Fig 85} 7o) 71945l sjele] eul=A| %5

2E" <3 daefFe] 7] A 3 S &8s
9 kst Al ARSEl 93] glol® dlolEe] K33}
7} 7158}, AAl Ragnar Locker #A€lole] A
5, slelHE|E ks A|aElE AREA|EE, ~EF
At Fdg 715 AMEEle] 7] AARS FAe] ke
ot e FAHE 5 ghsele A8d 5 ol
B2 959 $4uE F CTR Z=9 OFB
Fal=3 ol
XA

[m e

=

2]
=

A}
il

off
fo o o ¢

Asta o]& H#F XOR 3 WAz
55 3 due|Eed Ut 4
IV (Initial Vector)& ARS-3td 7] AQALE 340

fo

—

7Fs3tet.

B =rellA] ARk gl H335 Wl frAksiA
dlofe] &3} efZE|Ae]Aal “LockMyPix™ ¥
"Privary’®] "lt]e] el 533} odF 2 z18% w}
ATH26, 27). oleh o] AR bz} chekgh
A 715 W ARgShe A, i e=melld 4
g F353} Wk A8 o slok wEbA 3] 9l
o] gtz3hel dlolele] B33} 7hede £ 5 slrk

)
e
JLQ
©
e
ol
=
N
o2
fof
1o,
e
d
o2
fof
o
rlo

Ragnar Locker 2
& AR, g gksstel Alggt ~EF ks

Aoz 7] A A0l Thsatel #AAL A7)
Glol= rEshel shale] BEsbh Fsaon, oF
4ge B3 F9AT 7] AGE AL AR 9
o) B5e] elgiA}, 4% AR shale] Aelrk %
23l e, 299 LE sjale] 253} ol
che @Al ARt aet, 4 Ak
A 2 it

ol
i
~
5
ot
o
e
ru
ot
i
o
£
I
fol
o
)
+

3 9l ThsAdol AR ofoh 2ol <k
= daelEs ARSitEE, A AAste] AR
shil A ofAle] wARE 5 ¢hET)e] 5] £t
T ARellA FLE TS AR A & =
o] A AdE vl R delelE 58 & gl
R L iss )

References

(1) Bajpai, Pranshu, Aditya K. Sood, and Ri
chard Enbody. "A key-management-based
taxonomy for ransomware.” 2018 APWG
Symposium on Electronic Crime Researc
h (eCrime). IEEE, pp. 1-12, May. 2018.

(2) AhnLab, "2019 ransomware trends’, htt
ps://asec.ahnlab.com/1241, Jul. 2019.

(3) SecureWorld, “Special Security Advisor



AR R 53] =7] (2021, 4) 229

(12]

y: 'Ryuk Ransomware Targeting Organi
zations Globally”, https://www.securew
orldexpo.com/industry-news/how-ryuk-r
ansomware-works, Sep. 2019
Securityweek, “Netherlands University P
ays $240,000 After Targeted Ransomware
Attack”, https://www.securityweek.com/n
etherlands-university-pays-240000-after-t
argeted-ransomware-attack, Feb. 2020.
7ZDNet, “Ransomware gang publishes tens
of GBs of internal data from LG and Xer
ox, https://www.zdnet.com/article/ranso
mware-gang-publishes-tens-of-gbs-of-inte
rnal-data-from-lg-and-xerox/, Aug. 2020.
Rupprecht, David, et al. "Call Me Maybe:
Favesdropping Encrypted {LTE} Calls Wi
th ReVoLTE.” 29th {USENIX} Security S
ymposium ({USENIX} Security 20), pp. 7
3-88, Aug. 2020.

Continella, Andrea, et al. "ShieldFS: a
self-healing, ransomware-aware filesyst
em.” Proceedings of the 32nd Annual C
onference on Computer Security Applica
tions, pp. 336-347, Dec. 2016.

Gonzalez, Daniel, and Thaier Hayajne
h. "Detection and prevention of crypto-
ransomware.” 2017 IEEE 8th Annual U
biquitous Computing, Electronics and
Mobile Communication Conference (UE
MCON), pp. 472-478, Oct. 2017.

Jung, S., Won, Y. “Ransomware detecti
on method based on context-aware entr
opy analysis’. Soft Computing 22(20),
pp. 6731 -6740. 2018.

Scaife, Nolen, et al. "Cryptolock (and dro
p it): stopping ransomware attacks on u
ser data.” 2016 IEEE 36th International
Conference on Distributed Computing Sy
stems (ICDCS), pp. 303-312, Jun. 2016.
Suhyeon Lee et al., "Ransomware protect
ion using the moving target defense pers
pective,” Computers & Electrical Enginee
ring, Volume 78, pp. 288-299, Sep. 2019.
K. Cabaj and W. Mazurczyk, "Using Sof

(20)

tware-Defined Networking for Ransomw
are Mitigation: The Case of CryptoWal
1.” in IEEE Network, vol. 30, no. 6, pp.
14-20, Nov. 2016.

Kim, Donghyeon, and Kangseok Kim. "DG
A-DNS Similarity Analysis and APT Attac
k Detection Using N-gram.” Journal of the
Korea Institute of Information Security &
Cryptology 28(5), pp. 1141-1151, Oct. 2018
Sehoon Lee, Soram Kim, Giyoon Kim,
Daeun Kim, Haeryong Park, Joungsung
Kim, “A Study on the Decryption of Do
nut Ransomware through Memory Anal
ysis’, Journal of Digital Forensics, 13
(1), pp. 13-22, Mar. 2019.

K. Lee. S. Lee and K. Yim, "Machine L
earning Based File Entropy Analysis fo
r Ransomware Detection in Backup Sys
tems,” in IEEE Access, vol. 7, pp. 1102
05-110215, Jul. 2019.

Sehoon Lee, Byungchul Youn, Soram Kim,
Giyoon Kim, Yeongju Lee, Daeun Kim, Ha
eryong Park, Jongsung Kim, “A Study on
Encryption Process and Decryption of Ran
somware in 2019", Journal of The Korea I
nstitute of Information Security & Crypto
logy, 29(6), pp.1339-1350, Dec. 2019.
Tech Target, “Ragnar Locker ransomware
attack hides inside virtual machine’, http
s://searchsecurity.techtarget.com/news/252
483581/Ragnar-Locker-ransomware-attack-
hides-inside-virtual-machine, May. 2020.
7ZDNet, "Energy company EDP confirms c
yberattack, Ragnar Locker ransomware
blamed’, https://www.zdnet.com/article/
edp-energy-confirms-cyberattack-ragnar-
locker-ransomware-blamed/, Jul. 2020.
Binary Defense, Travel Company CWT
Pays $4.5 Million USD Ransom to Ragn
ar Locker Operators’, https://www.bina
rydefense.com/threat_watch/travel-comp
any-cwt-pays—4-5-million-usd-ransom-to
-ragnar-locker-operators/, Aug. 2020.
PortandTerminal, "CMA CGM up and ru



230

7] A 34 £ Ragnar Locker @49 744 34 B33} 2 38wkl ol

nning again following ransomware attac
k". https://www.portandterminal.com/c
ma-cgm-up-and-running-again-following
-ransomware-attack/, Sep. 2020.
Bleeping Computer, “Campari hit by Ra
gnar Locker Ransomware, $15 million d
emanded’, https://www.bleepingcomput
er.com/news/security/campari-hit-by-ra
gnar-locker-ransomware-15-million-dem
anded/, Nov. 2020.

Bleeping Computer, “Capcom hit by Ragnar
Locker ransomware, 1TB allegedly stolen’,
https://www.bleepingcomputer.com/news/s
ecurity/capcom-hit-by-ragnar-locker-ranso
mware-1tb-allegedly-stolen/, Nov. 2020.
Bernstein, Daniel J. "Salsa20 specificati
on.” eSTREAM Project algorithm descri
ption, http://www. ecrypt. eu. org/stre
am/salsa20pf. html, 2005.

Microsoft Docs, “ExitProcess function (p
rocessthreadsapi.h)” https://docs.micros
oft.com/en-us/windows/win32/api/proces
sthreadsapi/nf-processthreadsapi-exitpr
ocess, Dec. 2020.

20184 2
A, 2020 39 ~3A): Fulv)sta
Aol tRd xalA]

it

'

o] A & (Sehoon Lee) A3

ol Az 24
20199 3¢ ~dA: FRidgtn FgA R Al
RS

20199 24 A&

N
3

ay (AR YA £44,

=3
oA
"2

ABEHE

(25)

(M Xp 200 )
7y = Z (Soojin Kang) A3

o st AR ReketspEtal 29

A 1 1 Qksta} M Ak

Microsoft Docs, “CryptGenRandom functi
on (wincrypt.h)”, https://docs.microsoft.
com/en-us/windows/win32/api/wincrypt/
nf-wincrypt-cryptgenrandom, Dec. 2020.
Jinseong Park, Seunghee Seo, Yeog Kim,
Changhoon Lee, "A Study of the Decrypti
on Method of LockMyPix's Media Files fo
r Forensic Analysis’, Journal of Digital F
orensics, 14(3), pp. 269-278, Sep. 2020.
Jinseong Park, Seunghee Seo, Byoungji
n Seok, Changhoon Lee, “A Research on
App Data Decryption Using Encryption
Key Reuse Vulnerability in Digital Fore
nsic Perspective’, CISC-W'20, pp. 185-1
88, Nov. 2020




AHH 333 =wA (2021, 4) 231

7 2 2 (Soram Kim) A3

20164 2¥4: Iaididta 33 24

20184 29 FwIvety F4A B Heksta) Aat

20184 39 ~&A: Fvidigtn FgAHuekety} vkl
(FAldop) tAY x4, Arns

Z o € (Daeun Kim) %3¢

20159 24 Addigy 3Fe] g} &4
20179 2% Aot AR BIHFIHA AL
20179 3% ~&A]: =rlE] Izl S (KISA)
(Tl T E, CAE 2l wde|g £4

7 7] ¥ (Kimoon Kim) # 34
20174 29 sty AHRR I (FEAAD
2011 ~&A): gl e Iz 4 (KISA) A+
(IRl ARKES s dyeE

)

71 % A (Jongsung Kim) £A13Y

20004 89/2002 8: w3t 8t sha}/o]sHAIA}

20069 11¥¢: K.U.Leuven, ESAT/SCD-COSIC AR H3F F3hupa}

20074 29 adig ARRsstel Fehbal

20079 39~20099 8Y: wHEw HRRF7)EATAE AFus

20099 99~20139 29: Addigal e-n|=sdty) a4

20134 39~20154 84 =Fuidsta o}/ dnbshl F4A Ruekely 2wy
20159 99~2017 29 Fulthew 33} g

20159 99~2020 89 SFwlchata Jdwithah] Fgg R m kst R
20179 39~2020 84Y: Fwldital AR HektE Py}

20201 99 ~&A): i g R nekerasatal/ D sl S Rwbsta ws
(IR Eoly ARREE ks dwElE txd x4







